VeralLab SSL Configuration

Contents
Enabling SSL for WeD INtErface ..o

Enabling SSL for LDAP INTEQration .........cc.ciieiiiie ittt sne e snees

L. VERA



Enabling SSL for Web Interface
To enable SSL for VeraLab web application you need to obtain a certificate either from
commercial certification authority (CA) or from your own institution CA server.

First you need to generate a certificate signing request (CSR). It can be generated with java
keytool utility or GUI application such as Portecle available from the following URL.:
http://portecle.sourceforge.net/. If you prefer using keytool you can find more information on
Oracle web site http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html
or on Apache Tomcat site https://tomcat.apache.org/tomcat-7.0-doc/ssl-howto.html.

Below steps show how to use Portecle application as an example.

1. First take a backup of .keystore file under C:\Veralab\tomcat (where C:\Veralab is default
Veral.ab home on your server).
2. Run Portecle and select File -> “Open Keystore File...”.

[

(@T ChWeralabhtormcath keystore - Portecle

Eile | Tools Examine Help

3 Mew Keystare. . Ctrl-M ||| ®
& Dpen Keystore File. .. Ctrl-01
= Open CA Certs Keystare Cirl-r

Save kKeystore Ctrl-5
) Save Keystore As. .

B 1 keystare
@ Euit

3. Navigate to C:\VVeralab\tomcat directory, change “Files of type” to “All Files”, select
keystore file, and click on “Open” button. Default password is “changeit”.

-

&T Open Keystore File |E|
LookIn: | tomeat | |@||T3| || |68 &=
3 bin [ keystore
] conf [ licenze
= lib [ Motice
T logs [ RELEASE-NOTES
O ternp [} RUNRMING bt
] wehapps
3 weark
File Mame: keystore
Files of Type: |All Files -

Cpen Cancel

4. Select Tools -> “Generate Key Pair”.
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rg;‘ﬁ' [Untitled] - Portecie T N [.m.|.@.J[|==.|.@.|g

File |Tools| Examine Help
) 38 Generate Key Pair... cic || @l @
E Import Trusted Cerfificate... Cirl-T
@] A2 Import Key Pair... Cirl-K Last Modified
@ Set Keystore Password...  Cbl-F
| @ Change Keystore Type b
I Keystore Report Cirl-R
| 8= Options...
I
|
I
|Generate a key pair with self~signed certificate in the loaded keystore

.

5. Select RSA and 2048 (this is minimum recommended) or 4096 key size in the pop up
window.

I Generate Key Pair @J g

Key Algorithm: () DSA @ RSA

Key Size: |2048] v

OK Cancel
—

6. Keep default signature algorithm “SHA256withRSA”. Enter your VeralLab server and
Organization details. Common Name must be equal to your VeraLab server fully
qualified domain name (FQDN).
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Generate Certificate @

Sianature Algarithm: | SHAZ GEwithRESA -

Yalidity (days): |3645

camman Mame (CR); |neptune.veralab.edu |

Qrganisation Linit (OLY; |IT |

Qrganisation Marme {07 |veraLab LIniversity |

Locality Mame (L) |San Jose |

State Mame (ST); |CA |

Country (C): US|

Email (E): |suppnn@veralab.cnm| |

] Cancel

7. You can give your private key any alias name, e.g. keep default “tomcat” or name it
veralab. Default password is “changeit”. If you decide not to use default alias or/and
password, you will need to update server.xml file later with respective attributes.

ey Pair Entry Alias @

[

Enter Alias: |t|:|m|:aﬂ |

] Cancel

Key Pair Entry &lias @

L | The keystore already contains an entry for alias tomcat’.
Do wod weant to oweririte it?

Mo Cancel
Key Pair Entry Passward @
Enter Wew Passward; |u-u-u |
Confirm Meww Password: |------u |
]34 Cancel
GGenerate Certificate @

@ Key Pair Generation Successful.

)

8. Chose “Generate Certification Request” by right clicking on “tomcat” entry.
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(@,'T TAWVeralab\Cert Request\.keystore® - Portecle |

File Tools Examine Help

O)= | 888 8¢ B EK @

| Alias Name
?@ tomcal

B8 certificate Details

i Export

[# Generate Certification Request
& |mport CAReply

4 Set Password

i Delete

[ Clone

Rename

9. Save the “certificate request.csr” file and then submit it to CA of your choice to get new

SSL certificate.
HI Generate CSR P — [‘@"Jg
LookIn: |ZJ Cert Request v | |z 2| Bl a=

[ certificate request.csr

10. After receiving new SSL certificate, chose Import CA Reply, by right clicking on the
“tomcat” entry.
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r([_ﬁ' TAVeralab\Cert Request'.keystore - Portecle l g | Jl = | (=] Iﬂ

Eile Tools Examine Help
G=| 08888 9 EH| H K|

@] Alias Name Last Modified
E tomcat Jun 18, 2013 10:41:00 AM EDT

EE Certificate Details

ik Export
Eﬁ Generate Cerfification Request
£ \mport CA Reply

€ Set Password
il Delete

[ Clone |
Rename

|Impnrt a certificate authority (CA) reply into the key pair entry

11. Save the .keystore file with the new imported CA certificate/Reply. You can save
.keystore file to an alternative location and then copy it and replace existing
C:\Veralab\tomcat\.keystore file.

12. If you changed keystore alias name, key and keystore passwords you will need to open
C:\Veralab\tomcat\confiserver.xml file in a test editor, e.g. Notepad and update the tag
that start with Connector port="8443” and has scheme=""https'* secure=""true""
attributes. Add keystorePass, keyPass, and keyAlias attributes with respective custom
passwords and alias name used in Step 7. Passwords are case sensitive!

serversxm| ¥ X

<3erver port="S005" shutdown="SHUTDOWN":
<GlobalNamingResources:
<!=— Uzed by Manager webapp -->
<RBesource name="UserDatsbase” auth="Container" type="org.apache.catalina.Tserlatabase™ description="User
pathname="conf/tomcat-users. xml"/ >
</ GlobalNamingResourcess>
<Service name="Catalina»
<Connector maxThreads="1000" maxConnections="1000" protocol="org.apache.coyote.httpll.HotpllNioProtocol™
<Connector port="5443" maxHtotpHeader3ize="58192" maxThreads="150" scheme="https" secure="true" clientliuth=
s3lEnabledProtocols="TL3v1l, TL3wv1l.1, TL3v1.2" keystorePass="newpassword” keylilias="wveralah"/>
<!=— This is here for compatibility only, not reguired -->
<Connector port="S009" protocol="AJP/1.3%"/ >
<Engine name="Catalina" defasultHost="localhost":
<Realm classMNamwe="org.apache.catalina.realm. TserlatabaseRealn” resourcelName="UserDatahase"/>
<Host name="localhost™ appBase="wehapps"/>
</Engine>
</Services
</ 3ervers

13. Open Veralab Server Manager and restart VeraLab Server.
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L. Veralab Server Manager

Veralab Server Manager

IP: 192.168.24.1 Host PLUTO
192,168.2499.1
192.168.15.19

e Postgre5QL Server

Veralab Server is stopped

L. Veralab Server Manager X

VeralLab Server Manager

IP: 192.168.24.1 Host PLUTO
192,168.249.1
192.168.15.19

I

) PostgresQL Server
Stop

E Restart

’ Backup Data ] ’ Settings

Veralab is running on ports: 8080 (HTTP), 8443 (HTTP3)

14. Open your VeralLab web application URL on HTTPS port and verify you are not getting
SSL error in the browser.

Enabling SSL for LDAP Integration
If your LDAP server is running on secure port, e.g. default is 636, follow below steps to import
SSL certificate on VeralLab server.

1. Download this package: https://veralab.com/veralab/files/InstallCert.zip.

2. Unzip above package on your VeraLab server into C:\\VVeralab\jre\lib directory.

3. Open command prompt window and execute below command:

C:\veralab\jre\bin\java -jar C:\Veralab\jre\lib\InstallCert.jar your LDAP_server_name:636

In above command "C:\veralab™is your VeraLab Home directory and your_LDAP_server_name
Is your LDAP server FQDN, which is SSL enabled. It should download and install SSL
certificate.
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You may need to run the same command a couple of times. First it may throw an exception,
which means it does not trust that certificate. You need to press 1 to add it.

Execute the same second time, and it should say everything is successful and you can press g to
quit.

4. Restart VeralLab Tomcat service and test connection and your LDAP authentication should
work well for SSL.
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